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BY ORDER OF THE COMMANDER


                                 AFFTC INstructioN 33-32

HQ Air Force Flight Test Center (AFMC)

Edwards Air Force Base CA 93524






           18 November 2003 

[image: image1.jpg]'REQUEST FOR EDWARDS DOMAIN/E-MAIL ACCOUNT

(Subject to Privacy Act of 1974)

TO: AFFTCNTSC D CREATE DOMAIN/E-MAIL

| [] peLETE DOMAIN/E-MAIL [] MODIFY DOMAIN/E-MAIL

PART I. USER INFORMATION (Please print clearly or type)

1.1 NAME (Last, First, Middle Initial, Jr., etc.)

1.6 AFFILIATION
[] muTARY  Rank

1.2 ORGANIZATION OFFICE SYMBOL (Inciude MAJCOM)

[] emuaN  Grade
[] contracTor

11.3 BUILDING (Include room number/streat address)

1.5 U.S. CITIZENSHIP

[] ves

1.4 PHONE (Include extension if applicable)

COUNTRY:

[] No (attach copy of AFFTC Fm 5917a)

COMPANY:

CONTRACT #:

 CONTRACT STOP DATE:

1.7

'NETWORK USERS' RESPONSIBILITY AGREEMENT

copyright.

proper authorization has not been given.

agree to abide by it.

“In the text below, "users" refers to users of the Edwards Network computing systems and facilities..

" 1.The Edwards Network consists of unclassified systems that run on an unclassified network. Therefore, classified
information may not be processed, entered or stored on the Edwards Network. Information is considered "classified" if it is
Top Secret, Secret and/or Confidential information, which requires safeguarding in the interest of National Security.
Completion of this form is not authorization for use of any classified system.

2. Users are responsible for protecting any information used and/or stored on/in their Edwards Network accounts. Consult AF)
33-202 and AFFTC/CC Computer Network Asset Protection Policy Memo for guidelines on protecting your account and

information using the standard system protection mechanisms.
3. Users are requested to report any weaknesses in the Edwards computer security, any incidents of possible misuse or
violation of this agreement to the proper authorities by contacting their Unit COMPUSEC Manager or AFFTC/ITSC.
4. Users shall not attempt to access any data or programs contained on the Edwards Network for which they do not have
authorization or explicit consent of the owner of the data/program.
5. Users shall not divulge Dialup or Dialback modem phone numbers to anyone.
6. Users shall not share their Edwards account(s) with anyone. This includes sharing the password to the account, providing
access via an .rhost entry or other means of sharing.
7. Users shall not make unauthorized copies of copyrighted software, except as permitted by law or by the owner of the

“Edwards Network accounts are to be used only for the purpose for which they are authorized and are not to be used for
non-government related activities. Unauthorized use of a government account/system is in violation of Section 799, Title 18,
U.S. Code, and constitutes theft and is punishable by law. Therefore, unauthorized use of the Edwards Network computing
systems and facilities may constitute grounds for either civil or criminal prosecution.

8. Users shall not make copies of system configuration files (e.g. /etc/passwd) for their own, unauthorized personal use or to
provide to other people/users for unauthorized uses.
9. Users shall not purposely engage in activity with the intent to: harass other users; degrade the performance of systems;

deprive an authorized Edwards Network user access to a Edwards Network resource; obtain extra resources, beyond those
allocated; circumvent Edwards Network computer security measures or gain access to a Edwards Network system for which

10. Electronic communication facilities (such as Email or Netnews) are for authorized government use only. Fraudulent,

harassing or obscene messages and/or materials shall not be sent from, to or stored on the Edwards Network. Consult AFI
33-119 for further guidance on proper use of the email system.
11. Users shall not download, install or run security programs or utilities that reveal weaknesses in the security of a system.
For example, Edwards Network users shall not run password-cracking programs on Edwards Network computing systems.
12. Users consent to monitoring by use of this account and the Edwards Network.

" have read and understand the NETWORK USERS' RESPONSIBILITY AGREEMENT for use of the Edwards Network and

1.8 USER SIGNATURE

1.9 DATE

1.10 POC (FSA, WGM, HD) E-MAIL ADDRESS
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 Communications and Information

REQUEST FOR EDWARDS DOMAIN/E-MAIL ACCOUNT (AFFTC FORM 5917)

COMPLIANCE WITH THIS PUBLICATION IS MANDATORY

OPR:  AFFTC/ITNPA (Lt Anthony-Rathje, DSN 527-4989)
      Approved By:  AFFTC/IT (Col Brewster)


                           Pages: 4


                           Distribution:  E


  AFFTC/ITNPA….1      


This instruction applies to all personnel assigned to Edwards Air Force Base requesting an Edwards domain/e-mail account.  This instruction implements a portion of AFI 33-119, Electronic mail (E-mail) Management and Use.  Maintain and dispose of records created as a result of prescribed processes in accordance with AFMAN 37-139, Records Disposition Schedule. 

1.   PART I.  USER INFORMATION:  The user provides the following information to establish an Edwards Domain/E-mail account.

1.1.  NAME:  The user’s full name.  (Last, first middle initial, Jr. etc.)

1.2.  ORGANIZATION/OFFICE SYMBOL:  The user’s organization and office symbol, including the MAJCOM.

1.3.   BUILDING:  The user’s building, including room number and street address.

1.4.  PHONE:  The user’s duty phone, including extension if applicable.

1.5.  US CITIZENSHIP:  If user is not a US citizen, attach copy of AFFTC Form 5917a.

1.6. AFFILIATION:  Check if user is military, civilian, or contractor.  If military include rank, if civilian include grade, and if contractor include company, contract number and contract stop date.

1.7. Read the Network Users’ Responsibility Agreement.

1.8. USER SIGNATURE:  The user’s signature.

1.9.  DATE:  Date user signs the request.

1.10.   POC (FSA, WGM, HD) E-MAIL ADDRESS:  E-mail address of the person who will connect user to the network.

2.   PART II.  SECURITY VALIDATION:  The Unit Security Manager and Unit COMPUSEC Manager (UCM) provide the following information.

2.1.  DATE INFORMATION AWARENESS TRAINING WAS RECEIVED:  Date user had information awareness training.

2.2.  UNIT COMPUSEC MANAGER (Name):  The Unit COMPUSEC Manager’s full name.  

2.3.  UNIT COMPUSEC MANAGER SIGNATURE:  The Unit COMPUSEC Manager’s signature.  

2.4.  NAC/ENTNAC (Date requested/granted):  The date user’s national agency check was granted or requested. 

2.5.   UNIT SECURITY MANAGER (Name):  The Unit Security Manager’s full name.

2.6.   UNIT SECURITY MANAGER SIGNATURE:  The Unit Security Manager’s signature.

3.   PART III. INTERIM ACCESS APPROVAL:  The user’s Commander/Staff Agency Chief provides the following information if the NAC/ENTAC in Part II is not granted.  

3.1.  CERTIFICATION:  Commander/Staff Agency Chief reads and dates.

3.2.  COMMANDER/STAFF AGENCY CHIEF:  The rank/title and full name of the Commander/Staff Agency Chief approving interim access approval.

3.3.   ORGANIZATION:  The organization of the Commander/Staff Agency Chief approving interim access.

3.4.   SIGNATURE:  The signature of the Commander/Staff Agency Chief approving interim access.

3.5.   DATE:  Date the Commander/Staff Agency Chief signs.

4.   IMT prescribed:  AFFTC IMT 5917,  Request For Edwards Domain/E-Mail Account  







WILBERT D. PEARSON, JR., Major General, USAF 







Commander

1  Attachment

AFFTC IMT 5917


Request for Edwards Domain/E-Mail Account (Attachment 1)
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Request for Edwards Domain/E-Mail Account (Attachment 1, continued)

[image: image2.jpg]PART Il. SECURITY VALIDATION (Reguires Security Manager, UCM Signatures)

2.1 DATE INFORMATION AWARENESS TRAINING 2.2 UNIT COMPUSEC MANAGER (Name) (2.3 UNIT COMPUSEC MANAGER SIGNATURE
RECEIVED .
2.4 NAC/ENTNAC (Date requested™ /granted) 2.5 UNIT SECURITY MANAGER (Name) (2.6 UNIT SECURITY MANAGER SIGNATURE

*If NAC /ENTNAC Is Not Granted, Go to Part Il

PART Ill. INTERIM ACCESS APPROVAL

3.1 This individual requires network access in the performance of his/her official duties, and is hereby granted interim access, pending outcome of a favorable
security investigation.

1 certify that:
1. This individual completed Information Awareness training as required by AF| 33-204.
2. This individual has processed the necessary documentation for a security investigation through appropriate channels.
3. Local files were checked with favorable results on

4. | undertand access will be terminated if the security investigation resuits in unfavorable information.

3.2 COMMANDER/STAFF AGENCY CHIEF 3.3 ORGANIZATION 3.4 SIGNATURE 3.5 DATE
(Name - Last, First, MI, Rank/Title)

INSTRUCTIONS

1. User obtains AFFTC Form 5917, fills out and signs Part I.

a. Ensure POC E-mail address (bottom of part |) contains the E-mail address of your System Administrator,
Workgroup Manager, or Help Desk POC who will be notified when your Domain/E-mail account is activated.

b. Obtain authorized signatures from COMPUSEC Manager and Unit Security Manager in Part Il, verifying
Information Awareness training and appropriate security investigation (NAC/ENTNAC).

c. If User requires interim access ontly (in lieu of favorable NAC/ENTNAC being granted), part Ill must be signed by
Organizational Commander or Staff Agency Chief for the organization to which the user is assigned.

2. User delivers form to the Customer Support Center (Bldg 3950, Rm 111, 277-3444).

Upon receipt of AFFTC Form 5917 the Domain/E-mail Administrator creates a Domain account for the user.

)

4. Domain/E-mail Administrator notifies POC (Pért [) via E-mail/Remedy of domain/E-mail account completion.
5. POC or technician creates LAN account on local server.
6

. POC or technician assists user in synchronization of passwords and resolves needed software and configuration
requirements

7. Technician/Customer Support Center closes Service Request
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