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HIPAA Cheat Sheet: 20 HIPAA Tips
1. When in doubt about anything patient privacy-related, contact the Privacy Officer, Lt Col Prioleau at 7-2011 or email the following address: 95mdss.hipaamail@edwards.af.mil.  Also refer patients to the Privacy Officer when they inquire about the privacy of their medical information.
2. Disclosure of Protected Health Information (PHI) requires patient authorization except for (TPO):

a. Treatment.

b. Payment.

c. Healthcare Operations.

3. Protected information may include:

a. Name, 

b. address, 

c. phone number, 

d. Social Security number, 

e. Health care specifics

f. payment information

             This information can be uncovered in a number of places/ways such as:

a. Patient medical record

b. Carbon copies from printers
c. Casual discussions regarding a specific patient’s care

d. Computer drives/disks
4. Be sure to shred any discarded material that may contain PHI…do not simply put it in your waste basket
5. Verify Identity of those requesting PHI, especially those requesting PHI over the telephone:  There are many ways to verify that people are who they say they are:

a. Check the military ID card

b. Ask for a birthday or a social security number

c. Make a call-back to a known number

6. Once you know who the requester is, be sure he or she has the right to access this information.

7. Routine requests from employees you know in our own organization are usually ok.

8. Authorizations in an emergency situation are not necessary… Health care providers must exercise their professional judgment to determine whether obtaining a consent would interfere with the timely delivery of necessary health care

9. Unusual requests from individuals you don’t know are risky…be sure they have right to receive PHI, or ask your supervisor.

10. Do not discuss anything regarding PHI in public and around individuals who do not have a need to know.  Use common sense here.  Conversations/emails between personnel are acceptable so long as efforts were made to reduce the possibility that it was overheard by a bystander.  The following are not HIPAA violations:
a. Health care staff may orally coordinate services at hospital nursing stations. 

b. Nurses or other health care professionals may discuss a patient's condition over the phone with the patient, a provider, or a family member. 

c. A health care professional may discuss lab test results with a patient or other provider in a joint treatment area. 

d. Health care professionals may discuss a patient's condition during training rounds in an academic or training institution. 

11. Don’t snoop, gossip, or pry for PHI: The PHI you learn at work – stays at work!
12. Keep your voice down when discussing PHI
13. Respect people’s health information

14. Don’t share passwords or other keys to access PHI
15. Do not disclose anything Protected Health Information (PHI)-related to a third party for marketing purposes

16. Only authorized personnel should have access to the location where records are stored and visitors should obtain clearance upon entry and be escorted when in areas where patient information is stored 
17. Make use of physical safeguards to ensure patient privacy.  For example:
a. Pharmacies could ask waiting customers to stand a few feet back from a counter used for patient counseling

b. Providers should use curtains or screens to areas where oral communications often occur between doctors and patients or among professionals treating the patient

c. In an area where multiple patient-staff communications routinely occur, use of cubicles, dividers, shields, or similar barriers may constitute a reasonable safeguard

18. PHI on paper should NEVER be left unattended in a non-secure area 
19. For more information, use HIPAA resource material such as:

a. HIPAA 101/200 series training: www.hipaatraining.tricare.osd.mil  
b. https://www.afms.mil/hipaa/
c. http://www.tricare.osd.mil/hipaa/geninfo.html
20. Finally, use common sense and good judgment when it comes to patient privacy.  Most of the mandates under the HIPAA privacy legislation are already in practice here at the 95 MDG so abide by our current regulations and use good judgment…you will be fine!  
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